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Distributed denial-of-service attack In a distributed denial-of-service (DDoS) attack,

multiple sources are used to start an attack that aims

= to make a website or application unavailable. This can
& come from a group of attackers, or even a single
H attacker. The single attacker can use multiple infected
Target

Hacker computers (also known as “bots”) to send excessive

traffic to a website or application.

To help minimize the effect of DoS and DDoS attacks

The attack originates from multiple sources. on your applications, you can use AWS Shield,

Tthc. d'\"'qcks av Ochucl\:s Jm\ccm im ansfdz»a"'\'av;

O\‘Y\d arc PKUCM\'c,d Us[m% ‘an ALQS Ov(.\nf‘l’c.d‘u»c. l)/



eg. low levd aftack lilke  UDP Floed = Securihy Givoups
m aws omly allows im proper request traj(ic,
‘l“nimcjg li ke C«ﬂo"'he» Vc.bQVT US<s '('o‘h:.”:! dléb

'b»o'l'oco\ thom the ome cosi'cnnc,vs L& . Amcj

OS (i I might .
()lrc.wq 9 (eLB)

cy Slowlovs affacle © AwS clashic load Balancer A

hamdles the WTTP +m£bic I'cavucsT (,irsTA so it

Loaibs hov the emtive vequest 4o campleTe bejore
Scmc}\l'mﬁ i vnto the lefcc.'l'\'oh amd -

ﬁ A LA).S Sk \C\ d ,71 siamq"'l)’bs

AT = web alplication ()wcwch IS used o

6 ee |Mccnm|m3 {'méblc ol) chpc,.sts 5 i+ has
exlonsive ML capobilitics  amd cam deled mawo
thwats as Hhey cvelue.



Encryblion i dowe oo the @afaativetdamd the
—(,ov liomited  Secure access

= Its o\bvocf,&sl OQ gcc.uh'mS (W\CSSCH‘de % Aq\'& Im
a wqj +hoj‘,6:y\lj aqu\non'f&c.d quh'c.s cam access l"E-

rd

-

> @mw&b‘ricm at st s qbb\icd om ddle which 1S
Stored im the DR, ex Dymamio DR Cuses AWS
|<c3 ﬁnqmage.fm:m"\' Sevuice - AWS kMS 1o Ctore

amd Sceurc chvgp\'fcm kc"ﬂ%)

Fov dale im transit  acwss be\ic.d\'{ms/ | mTevone T
Sccure. Socket \thcv (SSL) 'S used to CMCng'\' dat&
a"nc\ Sevvev Cc.v“'a'()fcofl'os die u:;e.cl t+o validate omnd

a u'l‘lnovi«y. Q Cl\'cm"f .

ODOSTGHackSd NoT  AwS WAF !



IS & tweb application Firewall that lefs o
ViNJ% (MO‘Y\H—OV network lfe%csts.

wovks wi Hy afhd

Is Sivilar to uses

C 4

web access comtel st — web (ACL),

works at q‘)b\l.ca'\';on lougv = Works of gubmet level

Wovls with and - Comtrols +vau),'¢ c,mtv.'mj amd
Icwimj eoitive Submat,

Uses ‘W\cmcnﬂcd role st = USes mumbeed rules | works

Im qsczmc\imj arder

Has ML cqbqbﬂﬂ‘ics - Docsmt haye it.

coverS WMoyt resources H’\qm
emomifavs +"“kb"‘ batte-ms while 02es de{)imca rulc_g_‘
while Is Scwuer less ismg

works om ik owm to Fvo#c"‘ qul-'ca'Hon 6*0""\
PDas.



1t \I\ClPS to l'nmpxovc Sc(.uvi'hj amd Camp\fmhcc. 06 the
AwS dcb\otdco\ app by rumning outomated SCCUVHS

assessment  agaimst the |'m6m,simg‘f0\_<. Pq»’n'cu\mlj

Poim'\'s out  devighions o() (et bvacﬁccs , exoosue o}
€L imstamnces,  volmevability ete,

) Secum h\"l
Provides
dealiy does

0 Lo e ‘é
SOV ES

yboms imd<\>°“”

— 6\‘ o Cf.-\- bﬁYBO
= met ol i

AT\Q\g’i@) CanTimuous S*’V(cums OZ) 'Ync'\'qc)\q'\'o %c;nom’}cd
from om account amd melivad activiby 6ouch I tn
AWS DNS logs | yPC [lowlogs.

Uks imfigeted thiat ivitelligemee  like TP oddwesses,
m\omnq\j defection amd ML o idd\nﬂm thwats

move accvu"’c\b .



¥ Ome cam configore AWS Lambda  Fumction o
take Feemediation S{'eps oufo'md'fcc,ll\kj It
regpanse to GUQVdDG"LjJS 65mdimg§.

Q| =

Enable GuardDuty continuously GuardDuty intelligently Review detailed

Amazon GuardDuty. analyzes net\NQr_k and detects threats. ﬂndings'and take
account activity. action.

Amazen Guard Doty Is o Service that provides
('fh'*c.]\l‘cjcm'\' Hhreal  detection Gov AWS lmévu
and  rsourees .

s * %
Use AWS imspector (o aufomated wulmenGility - Scammimg
of, vesowess  OR

Use AWS Trusted Aduisor for accoomt - wide GesT practices.

Security amd cost optimigation.






H AWS Clovd Watch

T a“ow& to NWth’ov AlS '[.MbvusTvuc'\'uvrc amd
qbbllccﬂ'lcms lm— Lt works (Jn‘l'mc.(qmg

amd m omi'\-ovim\cj

> yarables ticd To rusonsS
cy. <PU uhilaotiem

Ome cam cwnale am AWS clovd walch algrom | set
a '“'\w,s\no\o\ (}ovamc"'ﬂ’c Nho\ c|ou<'.|wc.'|'<.h ﬂcnr\c»dils

am devt whon ‘H’!a—f' ‘nqbbcms Ceam be a Custam
“V)d‘l-\'c)

o be Cavbigur

A

Cloudmd‘c\n have @ dQS\ﬁbOO"‘l t6 acwess bxal

time mbvics. (ARIIEBIIGENNTRIGED
iprove TGO, )

9 4t cost Weam Fime S
cé owmgvs\nib- Solutiaw




Cam e used to ‘h/i%cég,»
custom actions too, soch as tevomimetitn g

v (mg‘l'wmcc ub{'cv Cc»‘l‘a;m Qfmoum‘l‘
oé Yc.qpcs'l's e’\'C.

Its o comnbw.hcmsiuc, APL . AM\&j

AwS V’CQ}ACé-t_ be. it am <><+6!—(Y\q| v-QqMcs"]' to
am av fm'\'cvmq[ |i|<c

ado\fmj amother (mstamce <t is logyed Im
the Unglme. o dodes Home

hsbdmsc_, TPaddress
com alse  save ke

these logg im S buckeTs.

IS amother ()ccﬁu*c which
could e emabled o ou‘\'mu'\'u'a:\“j detect
benusual AP activities .



‘:rouiAcS

/” quidamce. .
Tts am auvtormgted advisor | a gevvice
coold Gt Used 1m Fhe  AWS accouomt tohich
cvalvate rsouvecs Gg)qimd' S Pillars
I combiles categorized ifaws
to vl 1v AWS Cawsde.
Samec cnecss anc
Ghile others aw avallable
baged avithe SU‘Pb""T Plams .
Ir could e USCCJ GSSi&'\' the uSer Gt o\\ S'\'o%c 06
deploymemt like to ciedle mao  wovlcflow  amd
4o develop Mew applications.

AWS Trusted Advisor dashboard

3@ 7A 00 2@ 4A 110 083 15A 50 37@ 0A 10

The red circle represents the number of recommended actions.




Ome cam Sefvl email alefs thal o ost o Gillimg |
opevifion and sccuvity cntacts as checks  voms
l.m am Gcco(.)m'i'. C JUS"' hquc

to (e turmed 0m>

C|nCc\<s l‘d|c ov UMUScd rcsourceS

that coold be climimgted to save Cost.

hecks o help immbwove am dpplications
Quuilc«b\']i-l-xa e thumdcxmcté,

checks for high uhiliqation A

besopraes  Iile imstomees .

AWS Com[)(S IS q service. thal emables the user fo
Gccess  Gudit omd  evaludle Ccnr;bt'%um‘h‘an 06 AlS

reSourees . \
CU‘H"&J +o C(Udl"\- C‘L\om%Q \TUS',' +he mb(g&
wama%ewmm"l" of AloS QQSOUYCCS






Fov [y¥ec fiev ,dcpemdimg anthe Sevvice/ broducl «
free Ficv cam (e one o() these 3

&« d ~
alw ays ()v 2 12 ‘mewth Trials
Frec (short tevms)

Is Q\wobg ()vec iA Fhe usaye. Is umde-

1CYM“ICIY\ imuoca'h.m bev ‘W\OY\"H’\‘ (‘“C\J(,V c,xbirt_s_>

S ke (o 1L movths (o Upte Sgb sb
Si’ovugg.

CUScc\ +0 dcko\o\j K.qclkj rmacle qb\o\{cc}"'\'m,s-B
o()bcvs Lo, (e trial ol., T30 hvs USace .

most camman Services which Cdmes Umdev frez ticr

arc



/'\UOS by{cl.mij fs ™ ort 06 ba:j-qs-&\pu—go +':jb¢'

gevuse et uisove, G divoont
\cm'ﬂ {ermn  covihoat bov same Al —

amnd complex Scruices fov - So
Iice;nsing . whem you stick 1o pev -y it cost
a linmited vsource decrase with
(~357. savimgs) incrcase of, mits
USed .

AWS Pricl\ma Caleolator could Ge uged To Crafe am
QSJFi'W\q'h ()ov -H'\c (os" oé USc <asc , Es+f«nd+c$ Com

Oc orgamised 63 gvoups dc('imcd, 3
L

Omes estimdtc 3c.~\cm'\'ccl,, link 15 Created 1o

(.;c S\ncu-cd (,o)"Hn o‘an.vS.




momitovs  the USage chnlk\,]SC amd cantwol the

costs. Ome coumn

= (ompant Curtemt Month ~to- date Balomee  with
brev wawth, amd (et mext mamith € stinmaite) Oas=d

a cuvient Wovith
= Vit ‘manth -to - dafe Shemd (nd Scruice
- 6vcc tio USage. (Jb Sevice .
—  Access Cofl csdplorer ad  Crate (\udge’ls.
—  Pywchase amd Mamage SG\Jimf)S HCW)S
—  Publish  cosf & usage reposls.

IS bil\(ma (Fod'ovt. n 'l'o‘o oé)
AWS § (Ovgamigation Seruice ) Tt Ikts you Gill all

the acwovarts umder am  ovy. togethe. to (uild
L Cchgo\;do"\'cci ()l”

= Tt makes i} casicrv to trde combimed cost

— Tt lets +he OYCJQMiSG']'I'CM shav (olle discoumst |on'c|'mc3_‘

Souimg plams amnd  reSeryed instamee atkess all
accoyoils.



allows o sef custom budae:fs (cost -
- thesholds) (jov vavicy of  Scomaries for aws
Scriices .

Usew gcts mMessage whem the Usage exceedS oV I
()oncqs\'ccl_ 1o QXCccd Hhe (JUdgc.'l"

camn (e CUS'\'ONY\;SC,J tmnd cgme Cam st am

to gt motified .

Is & tool to lefs you visualige
Understenmd  and ‘manvage. cosT oud USage Owv
+ivmne .

Tt containng Usage, data U\o‘\'o \ousi' 12 maenths,

The cost < Xplove ~b3d<(,au\’r cscfmvu’fc vcbovT A cosl
o T U ] wlce. .
amd USagye £ a‘o 5 <o Gccummﬂ SC.“-Ul D
cuslaw
6ilt\)'cv5 aped (?ka)s
cam 0c dbb\'ca :



D ocu“"“‘m—\b\:'m

=

Al ysevs C\sc'\_ Gasic SLJM)O\;'r fmdudimg — («JV\I'JTC}DQlocvs
e~ J

gl
C‘wf\_\f d::;\:\hoom\ A‘J\)S -I'V'Ud-(,d Sbbbov"' 6°VU(MS

advisov

Dib, subbort plams arn offeed Gased om a USers meed
£ () AN ~

Rasic ,
-Dcvtl" bc‘v 13usimess Eﬂ #erpn‘se_
(€4 7)

Emta lov@c

R amn)

Othe plams thav the Basic omes pave bqﬂ-bvﬁ-mmﬂ'}\
|ovic.\'m3. C e long ~Feven (‘oY\'\'VﬂGt)

Developer Support

Customers in the Developer Support plan have access to features such as:
« Best practice guidance BQ S‘C. SU bt) OV—\-

 Client-side diagnostic tools +

.

Eomean| Qccess
For example, suppose that your company is exploring AWS services. You've heard about a few v
different AWS services. However, you're unsure of how to potentially use them together to build ‘_C) CUS.\.O fYY\C-
applications that can address your company’s needs. In this scenario, the building-block

architecture support that is included with the Developer Support plan could help you to Sb bbo J" )

identify opportunities for combining specific services and features.

« Building-block architecture support, which consists of guidance for how to use AWS
offerings, features, and services together




Business Support r quic md Dw

Customers with a Business Support plan have access to additional features, including: Subbov*

* Use-case guidance to identify AWS offerings, features, and services that can best support
your specific needs -\-

* All AWS Trusted Advisor checks

A V
Tacked adv)so
« Limited support for third-party software, such as common operating systems and ‘ V‘U& C

application stack components

Suppose that your company has the Business Support plan and wants to install a common
third-party operating system onto your Amazon EC2 instances. You could contact AWS Support (
for assistance with installing, configuring, and troubleshooting the operating system. For b .ma\' bho m
advanced topics such as optimizing performance, using custom scripts, or resolving security {
issues, you may need to contact the third-party software provider directly.

acceS

Jobort

-

cus\'mc-“ S

e

Enterprise On-Ramp Support

TRusimess
In November 2021, AWS opened enrollment into AWS Enterprise On-Ramp Support plan. In
addition to all the features included in the Basic, Developer, and Business Support plans, 5Ub\oov+
customers with an Enterprise On-Ramp Support plan have access to:

A pool of Technical Account Managers to provide proactive guidance and coordinate access
to programs and AWS experts *‘

* A Cost Optimization workshop (one per year)

.
« A Concierge support team for billing and account assistance 30 (YY“m Y'CS\()O.Y\SC.

* Tools to monitor costs and performance through Trusted Advisor and Health

API/Dashboard l)o v b U\S;mcss CY\'\'ICCA\

Enterprise On-Ramp Support plan also provides access to a specific set of proactive support k\ ° Q&
services, which are provided by a pool of Technical Account Managers. (4\) OV

« Consultative review and architecture guidance (one per year)

Infrastructure Event Management support (one per year) l

Support automation workflows A Cc T S S "'o b 00\ 06

30 minutes or less response time for business-critical issues -k
4ednmical accoo®
MaRerS
(TAMS)




Enterprise Support

Enitarprise OM
In addition to all features included in the Basic, Developer, Business, and Enterprise On-Ramp

support plans, customers with Enterprise Support have access to:

laem (04 ‘
¢ A designated Technical Account Manager to provide proactive guidance and coordinate b ‘Sbbb

access to programs and AWS experts

« A Concierge support team for billing and account assistance

« Operations Reviews and tools to monitor health }

C (%
« Training and Game Days to drive innovation l S m‘m V(S‘(JG““S

« Tools to monitor costs and performance through Trusted Advisor and Health

U
API/Dashboard +l mc

The Enterprise plan also provides full access to proactive services, which are provided by a +_
designated Technical Account Manager:

« Consultative review and architecture guidance

i ona
ed
« Infrastructure Event Management support DC SK'ES mq

¢ Cost Optimization Workshop and tools

« Support automation workflows

« 15 minutes or less response time for business-critical issues
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Business Perspective

The Business Perspective ensures that IT aligns with business needs and that IT investments
link to key business results.

Use the Business Perspective to create a strong business case for cloud adoption and prioritize
cloud adoption initiatives. Ensure that your business strategies and goals align with your IT
strategies and goals.

Common roles in the Business Perspective include:
* Business managers
« Finance managers
« Budget owners

« Strategy stakeholders

People Perspective

The People Perspective supports development of an organization-wide change management
strategy for successful cloud adoption.

Use the People Perspective to evaluate organizational structures and roles, new skill and
process requirements, and identify gaps. This helps prioritize training, staffing, and
organizational changes.
Common roles in the People Perspective include:

* Human resources

* Staffing

* People managers

Governance Perspective

The Governance Perspective focuses on the skills and processes to align IT strategy with
business strategy. This ensures that you maximize the business value and minimize risks.

Use the Governance Perspective to understand how to update the staff skills and processes
necessary to ensure business governance in the cloud. Manage and measure cloud investments
to evaluate business outcomes.

Common roles in the Governance Perspective include:
Chief Information Officer (CIO)
Program managers
Enterprise architects
Business analysts

Portfolio managers




Platform Perspective

The Platform Perspective includes principles and patterns for implementing new solutions on
the cloud, and migrating on-premises workloads to the cloud.

Use a variety of architectural models to understand and communicate the structure of IT
systems and their relationships. Describe the architecture of the target state environment in
detail.

Common roles in the Platform Perspective include:
o Chief Technology Officer (CTO)
* |IT managers

« Solutions architects

Security Perspective

The Security Perspective ensures that the organization meets security objectives for visibility,
auditability, control, and agility.

Use the AWS CAF to structure the selection and implementation of security controls that meet
the organization's needs.

Common roles in the Security Perspective include:
o Chief Information Security Officer (CISO)
« IT security managers

« IT security analysts

Operations Perspective

The Operations Perspective helps you to enable, run, use, operate, and recover IT workloads to
the level agreed upon with your business stakeholders.

Define how day-to-day, quarter-to-quarter, and year-to-year business is conducted. Align with
and support the operations of the business. The AWS CAF helps these stakeholders define
current operating procedures and identify the process changes and training needed to
implement successful cloud adoption.

Common roles in the Operations Perspective include:
¢ |IT operations managers

¢ IT support managers
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